
Humio is a leading Observability platform that you likely know can handle containerized and cloud-

based events. But did you know Humio makes it easy to capture Windows server event logs? We do

this by leveraging WinLogBeat by Elastic to ingest any Windows Event log into Humio.

WinLogBeat is a native Windows event-log shipping agent usually installed as a windows service. We

can use WinLogBeat to collect and transmit event logs to one or more destinations including Humio.

In this article, we will take you through setting up the Open Source version of WinLogBeat on a

Windows host and configuring it to publish logs and events to a Humio Repository using Humio

Community Edition. We will then show some example queries that will show the immediate value by

tracking Setup events as applied to the monitored host.

Setup Humio

To use Humio, you will need a Humio account. If you don’t have one, you can sign up for the

Community Edition here. Typically, your new account will be activated in two business days. You’ll get

an email with your login information:

You can then log in with your identity provider of choice.

https://www.elastic.co/guide/en/beats/winlogbeat/current/_winlogbeat_overview.html
https://www.humio.com/getting-started/community-edition/
http://localhost:45089/content/writings/humio-docker-09.png


From there, you can view all of your Humio repositories.

http://localhost:45089/content/writings/humio-docker-10.png


Create a new Humio repository

We’ll need to create a repository. Once created, we can get a token for the repository. Click + Add

New to create a repository.

Select Repository to add a repository.

http://localhost:45089/content/writings/humio-docker-11.png
http://localhost:45089/content/writings/humio-docker-31.png


Note: Community Edition allows only one repository. If you already have an existing repository, you’ll

need to remove it before you can add a new one.

Installing WinLogBeat

The version of WinLogBeat that works with Humio is the Open Source Edition (OSS). Elastic also

provides a "Standard" edition, however that is designed only to work with their own products.

Installing WinLogBeat OSS

We'll go to the "Past Releases" section of Elastic.co Downloads and chose the latest Download that

starts with "Winlogbeat OSS".

Because of some known issues with 8.0 and above, we can opt to get the latest 7.* version, in this

case it is Winlogbeat OSS 7.17.5

http://localhost:45089/content/writings/humio-docker-32.png
https://www.elastic.co/downloads/past-releases#winlogbeat-oss
https://www.elastic.co/downloads/past-releases/winlogbeat-oss-7-17-5
http://localhost:45089/content/writings/humio-wlb-01b.png


We can use the new beta MSI package for an easier install

We'll then follow the installer flow to accept the terms of the Apache license provided they are

acceptable to you.

When the installer is done, we can check the box to automatically open the data directory for

Winlogbeat

http://localhost:45089/content/writings/humio-wlb-02.png
http://localhost:45089/content/writings/humio-wlb-03.png


To open the file for editing, I needed to fix the file permissions to allow me to read and edit the

winlogbeat.yml file

Right-click the file and choose properties

http://localhost:45089/content/writings/humio-wlb-04.png
http://localhost:45089/content/writings/humio-wlb-05.png


Under the Security tab, if the issue still exists, you'll note that it says "You must have Read

permissions to view the properties of this object". choose advanced

http://localhost:45089/content/writings/humio-wlb-07.png
http://localhost:45089/content/writings/humio-wlb-08.png


I chose Change on the Owner section of the Advanced dialog

Then put in my User ID and clicked Check Names (which then filled it in)

I was then prompted to re-open the object

http://localhost:45089/content/writings/humio-wlb-09.png
http://localhost:45089/content/writings/humio-wlb-10.png


If you have sorted out your user permissions, you should be able to open the file in an editor like

Visual Studio Code

http://localhost:45089/content/writings/humio-wlb-11.png
http://localhost:45089/content/writings/humio-wlb-12.png


We need to verify that we are pulling in the Application, System and Security logs

winlogbeat.event_logs: 

  - name: Application 

    ignore_older: 72h 

 

  - name: System 

 

  - name: Security 

We can scroll down to the ccommented-out section for ElasticSearch

We will want to use our Humio Elastic ingestion endpoint. For community edition;

  hosts: ["https://cloud.community.humio.com/api/v1/ingest/elastic-bulk"] 

and for Enterprise customers in the US

  hosts: ["https://cloud.us.humio.com/api/v1/ingest/elastic-bulk"] 

and in the EU

  hosts: ["https://cloud.humio.com/api/v1/ingest/elastic-bulk"] 

Note: You can see all endpoint URLs in Humio Endpoints Documentation

The password will be your Humio Repository ingest token

  password: "****************************************************" 

Lastly, ensure we are using the HTTPS endpoint:

  protocol: "https" 

Once saved, we can open up Services by either searching for Services

http://localhost:45089/content/writings/humio-wlb-14.png
https://library.humio.com/humio-server/endpoints.html


or going to the Task Manager, choosing File/Run New Task and entering "services.msc"

And there we should find the Winlogbeat service

http://localhost:45089/content/writings/humio-wlb-15.png
http://localhost:45089/content/writings/humio-wlb-27.png
http://localhost:45089/content/writings/humio-wlb-16.png


Right-click and chose start.

Validating Configurations

If you have troubles starting Winlogbeat, it could be the configuration YAML file. You can test the file

using the winlogbeat command prompt with the option of config test *

For example, here I errantly had two configured outputs:

C:\ProgramData\Elastic\Beats\winlogbeat>"C:\Program 

Files\Elastic\Beats\7.17.5\winlogbeat.cmd" test config winlogbeat.yml 

Exiting: error unpacking config data: more than one namespace configured accessing 

'output' (source:'C:\ProgramData\Elastic\Beats\winlogbeat\winlogbeat.yml') 

In another case, I found the MSI did not install the required modules folders. If these should still be

absent, you can pull them from the Zip file download and copy them to the binary folder of

WinLogbeat

If your installation is setup proper, and your YAML is valid, the test config  should give a result of

"Config OK"

C:\ProgramData\Elastic\Beats\winlogbeat>"C:\Program 

Files\Elastic\Beats\7.17.5\winlogbeat.cmd" test config winlogbeat.yml 

Config OK 

When started, you should see the Service is running

http://localhost:45089/content/writings/humio-wlb-17.png


Seeing Results

We can now login to Humio.com and see results populate in our TestRepository.

For instance, we can trim our search results to just the Windows Security SPP entries using the query

event.provider = "Microsoft-Windows-Security-SPP"

Looking at a give result, we can see some of the many fields Humio collects on our behalf

http://localhost:45089/content/writings/humio-wlb-18.png
http://localhost:45089/content/writings/humio-wlb-19.png


For instance, we may wish to just lookup User Event Management activities on a given host. We could

do that with the query agent.name = (Hostname) and event.action = "User Account

Management"

http://localhost:45089/content/writings/humio-wlb-20.png
http://localhost:45089/content/writings/humio-wlb-21.png


An example: Collecting Setup Events from Windows

Say we wished to track Windows Setup events.

We can open the Event Viewer to see the name of the Log we wish to capture

Seeing it is "Setup", we can update our WinLogbeat config YAML file to add a line for that log

http://localhost:45089/content/writings/humio-wlb-22.png


Then right-click and chose restart on the WinLogBeat service to have the changes take effect

We can verify this is working by looking at our Windows Event viewer for a recent Setup event

http://localhost:45089/content/writings/humio-wlb-23.png
http://localhost:45089/content/writings/humio-wlb-24.png


and using the Humio Query agent.name = (HOST NAME) | winlog.channel = Setup  we can see

the results in our Humio Repository

Adding more Logs

We can see the full list of logs we could add by using the Powershell command Get-WinEvent -

ListLog * | Format-Table -Property LogName  in an Administrative Powershell Prompt

http://localhost:45089/content/writings/humio-wlb-25.png
http://localhost:45089/content/writings/humio-wlb-26.png


Summary

In this article we showed how easy it is to add Windows monitoring to Humio by using the freely

available WinLogBeat log shipper on your Windows Hosts. We walked through the installation and

configuration of WinLogBeat Open-Source Edition. This included troubleshooting and YAML

configuration validation steps. We then verified the installation by ingesting Application, System and

Security Events. Lastly, we walked through how to add another Event Log, "Setup" to track and

display Setup events in our Humio Repository.

Links for more Information

Humio Documentation on WinLogBeat

Troubleshooting WinLogBeat and Logstash

Elastic setup guide on WinLogBeat

http://localhost:45089/content/writings/humio-wlb-28.png
https://library.humio.com/humio-server/log-shippers-beats-winlogbeat.html
https://library.humio.com/humio-server/kb-logstash-713.html
https://www.elastic.co/guide/en/beats/winlogbeat/current/winlogbeat-installation-configuration.html

